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. Create an EU login account

An EU login account is required to access the ICG module of TRACES. This is a mandatory security layer.

If you do not have an EU login account, you will need to create it by following the steps described in
this chapter.

If you already have an EU login account, you can skip the steps below and directly go te chapter |l

FOR ACCEPTANCE BETA {demeo environment as playground). Go to
https://webgate.acceptance.ec.europa.eu/tracesnt-beta/legin to access the TRACES NT welcome page.

FOR PRODUCTION {real documents): Go to https://webgate.ec.europa.eu/tracesnt/login to access the
TRACES NT welcome page.

Note: These envirecnments are different. Having a role in one of them does net mean you have
access te the other environment. You will need to have your account set up in each environment
you want to have access to.

Click on the link “‘Request an access” in the box on the right side:

Welcome

Please log in through the EU Login by clicking on the button below and follow instructions Do not have an account?

our request
i ocal
administrator or the relevant
competent authority

If you cannot remember your password, you can Heset your password on EU Login

You will be redirected to the EU Login registration page. In the toep right corner, you have the option to
choose your language:

EU Login Vihasa is

One accnug. many EL seryices ECAS? 0
uarapawm (bg)
cestina (os)
dansk (da) ‘
Deutsch (de)
eesti (et)

Create an account I

English (en)

Complete all the fields of the form.


https://webgate.acceptance.ec.europa.eu/tracesnt-beta/login
https://webgate.ec.europa.eu/tracesnt/login

Note: Please keep in mind that the data you choose is the data that will appear on the
documents when you sign them. As the documents in TRACES NT have a legal value, it is
important that you register your EU login account in the name of a real persan, NOT a generic
name such as the name of your autherity or the name of your operator.

Concerning the e-mail address: it is strongly recommended to choose your individual professional
email address. It will be used to login to TNT.

After completing all the fields, click on "Create an account'

Create an account

First name

Last name

E-mail

Confirm e-mail

E-mail language

English (en) ‘

[ By checking this box, you acknowledge that you
have read and understood the privacy statement

Create an account Cancel

Once the request is sent, you will receive an autormatic email with a link allowing you to set up your
password,

I Note: It might take a couple of minutes to receive the email. Once received, you have S0 min to

click on the link before it expires.

If you do not receive this automatic email, you can find help on this page:
https:/fwebgate.ec.europa.eu/cas/contact.html

Congratulations, the first step is done and your EU login account is created!

Note: It will be possible at a later stage to manage your own account and change the personal
data. To do so, once logged in TRACES NT, click on your email address in the top right corner of
the screen and then on “Edit your profile”.
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https://webgate.ec.europa.eu/cas/contact.html
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My pending

Edit Your Profile Request pew moie» | & Save Preferences

Ganetal preferences Personal Information

EuropeLugemb an Summer Thme (+02 00

EU Login i the place where your persanal information are
stored. [Tany of the information dispiayed hend & wrong, you
can update |t there. Your information wil be refreshed

automatically in TRACES the next bme you log in

Timezone

e Octoper 22, 2020 12107 +02

Notification preferences Full Name  CCA FR THRTY-FIVE

Domain & External

& untick nolfcalions you Na

Usemame nBe3IE

¥ [en] (NOTIFICATION_EVENT_TYPE) ADIS_CATALOG_DATA_TYPES_SYNCHRONIZATION ERROR itas

¥ [en] (NOTIFICATION_EVENT TYPE) ADIS_OUTBREAK_SUBMITTED_TO_MS_DEFERRED

~ [en] (NOTIFICATION_EVENT_TYPE) ADIS_OUTBREAK_SUBMITTED_TO_MS_IMMEDIATELY 1 My account on EU Login

~ Authority created
v Authority updated & Change your Password at EU Login
~ CATCH Certificate created A . .
; # Update your Information at EU Login
~ Catch Certificate: Rejected by issuing body

~ Catch Certificate: Submitted to issuing body

~ Catch Certificate: Validated by Issuing body

Click on “Configure my account” and modify the data you wish.

My Account

g @ L

My account details Configure my account Manage my mobile
devices

Do not forget to click on “submit” to save the changes.



Configure my account

First name

CCAFH

Last name

| OMNE
|

E-mail

‘ CCADT FR ec-traces eu

E-mail language

. _
| Deutsch (de)
1 watit 1o receive -mail notificatia
dentity

e aL Brtcat Coour
cancnl

Il. Activate the two-factor authentication

If you already activated the two-factor authentication for your EU Login account, you can skip the steps
below and directly go to chapter Il

To increase system security, as of 24 June 2024, all users will need a two-factor authentication te access
TRACES. Far accounts created after that date, the activation of the two-factor authentication needs to be
done after the EU Login creation and before requesting a role in TRACES.

To do sg, please go to https://webgate.ec.europa.ev/cas and log in with the username and password you
use for TRACES (= EU Login account).

Need mare help with the two-factor authentication? Please watch this video explaining the set-up of the
two-factor authentication and consult the EU Login Help page.



https://webgate.ec.europa.eu/cas
https://audiovisual.ec.europa.eu/en/video/I-231618
https://webgate.ec.europa.eu/cas/help.html

tracesnt requires you to authenticate

Sign in to continue

Passwe

Authenlicate 1 = only your
PassWor

eee EU Login Mobile App PIN Code
ooe Uze your registered EU Login Mobile app fo
. verify your identity

oo EU Login Mobile App QR Code
o Generate a one-fime-password with the EU
O

Login Mabile app

Mobile Phone + SMS

Send a text massage to @ registared mobile
phone numb or @ muiti-factor

authentication

Token CRAM
Use a CRAM foken to generaie & one-fime-

Token
Use a VASCO tfoken to generate a one-
time-password 1o login

password

Easy, 7
Easy, fast and seq elD Authentication

Sign in with your alD

@ AppStore

Security Key or Trusted Platform
Use a security key of frusted platiorm to

authenticate with EU Login

Ill.  Create an account in TRACES NT: request a role

Once your EU login created, you must request a role in TRACES NT in order to have access to the system.
The role defines what you can do and see in the system.

The different possible roles for ICG are the following:

e Operator — Holder of the goods: The holder of the goods means the person or entity who is
the owner of the goods or who has a similar right of disposal over them or who has physical
control of them.

e Operator — Exemption beneficiary: The “Exemption beneficiaries” means the person or
entity who is defined as trustworthy by its competent authority and therefore benefits from
the exemption of obtaining an import licence or drawing up an importer statement for each
import of cultural goods (e.g. Museum, University, Institutes, ...).

e Competent authority: The user belongs to an official competent authority of one of the
Member States (local, regional, central, custom office, ...).

v




Go to the TNT website: hitps://webgate.ec.europa.euftracesnt/login.

Then click on the green button “Log in”.

Welcome

cCol ?
Please log in through the [ by clicking on the button below and follow instructions. Do not have an a LT

0 i t : Your request
LI:IQ n will be handled by 2 local

administrator or the relevant

competent authonty

If you cannot remember your password, you can Resel sword on EU Login

You will be redirected to the EU Login access page. Introduce your email address and click on “Next”.

tracesnt requires you to authenticate

Sign in to continue

Enter your e-mail address or unique identifier

Creale an account

Intreduce your password and click on “Sign in”,


https://webgate.ec.europa.eu/tracesnt/login

Sign in to continue

Welcome

BCPO1.FRi@ec-traces.eu

(External)

Sign in with a diferent e-mail address?

Password

Choose your verification method

Pagsword

o
A
When accessing TRACES NT for the first time, you will see this page where you can choose your role:

Requast authonsation

A

You currently do not have any role allowing you to access the application

Please select the type of organisation you're requesting access for.

IMPORTANT Do not request access

from a new tab - this can result In duplicated access requests

Operator
Econemic operafors such as parficular businesses, stores non-profil organisations
Organic Control Body

Authority

uch Customns offices, Velermary authonfies, cenfral competent authonfies

Appointed Veterinary Offices

Other body

Oiher bodwes such as ranskators, country adminstrators, customs systems (at national level)

1. Request a role as an operator “Holder of the goods”

The holder of the goods means the person or entity who is the owner of the goods or who has a similar
right of disposal over them or who has physical control of them. The holder of the goods can:

= Register importer statements for the import of cultural goods {ICGS)

= Submit applications for import licences for the import of cultural goods {(ICGL)
= Only sees documents in which hisfher company is mentioned.

9



To get the role of “Holder of the goods” in the system, select “Operator” on the screen below.

Reqguest authonsation

A

You currently do nol have any role allowing you o access the application.

Please select the type of organisation you'ré requesting access for

IMPORTANT: Do not requast access from a new tab - thes can result in duphcated eccess requests

JRNS55EE, Jeore, =Rl Qrgantsalnns

Ecenomic operators such as paficuiar by

Organic Control Body

~ontral Bodies Fsted in Annex 1 and Annex |V of Commission Regulation (EC) No 1335

Authority

Appointed Veterinary Offices

Other body

Othier bodies such as ranslaters, couniry administrators. customs systems {at natlonal lewel)

@ Nead fo find out which kind of oroanisation you belong to?

The system will redirect you to a search page, which will enable you to search for your company.

Select the “Country” and type the name of the company in the box “Search”, The fields “Section” and
“Activity type” are optional but can help you te better filter the results (select “Holder of the goods).
Then click on “Search’.

£ Select an existing operator & Request authorisation

Country

Section: Holder of the Goods (HOLDER-OF-THE-GOODS)

Activity Type Holder of the goods

Search; Test

If vour company already exists in the system: tick the small box on the right {you can select more than
ane company, if needed) and then click on the green button “Request authorisation’.

10



< Select an existing operator

Country

Section:

Activity Type

Search:

Logistic and Art Street 1  Holder of the goods (HOLDER-0F-THE-G00DS )
EORI: ES12345X7806682345 28012 Madrid
&= Spain

A pop-up window will appear and you have the opticn to send more infermation {optional). Click on

“Send authorisation request’.

Confirm authorisation request for OLIVER ART SL

Dptiorally, you can provide some addtonal useful mfarmation

IMessage

Phone =

L-
You have now requested to be linked to your company.

If your company does not exist in the system; you can create it by clicking on the green button “+ Create
a new operator’.

Note: In order to reduce the number of duplicates in TRACES NT, the option to create a new
operator is only available after you have searched for it.

< Select an existing operator

Country = Spain (ES)

above
Section: Holder of the Goods (HOLDER-OF-THE-GOODS)

Activity Type Holder of the goods

Search: art

11



Type the requested information in the box “Operator details”.

I Note: The mandatory fields are marked with the red star (*)

€ Create operator to request being attached to nfeonine & Creale a new operalor

Operator Details Chapter or activity

Name Testo » Chapter Mo section chapler

Couniry

Paris r=-75 | lle-de-France re-1DF
Metropaiitan France

I 75004 Parls

central strast 1

I Note: You may add multiple addresses by clicking on the green button “+ Add address*:

12



Addresses | + Add address .

Region  Sadne-et-Loire [FrR-71| / Bourgogne-Franche-
Comie |FrR-8FC | / Metropolitan France
City Q. | 71150 ParisI'Hopital v

Address Rue Test1

Coordinates ol [ n

@ LIRS

Region Cher | Fr-15 / Centre-Loire Valley |FR-cvL |/
Metropoiitan France

City 18320 Marseilles-lés-Aubigny v

Address Rue Test 2|

Coordinates ) i

You can set the main address by clicking on the star on the top right cerner of the address.

For the “Holder of the geods”, the EQRI number is a mandatory information. Therefore, click on “Add
identifier” below the Address box and select the type EORI. Make sure to enter a valid format for that
identifier,

You can find information on how to get an EORI number by following these two links:

e Economic Operators Registration and ldentification number (EORI)
e EORI National implementation

Operator Identifiers <+ Add Identifier

Value

FR12345X788012395

Format: BE12345X789012345

13


https://taxation-customs.ec.europa.eu/customs-4/customs-procedures-import-and-export-0/customs-procedures/economic-operators-registration-and-identification-number-eori_en
https://taxation-customs.ec.europa.eu/system/files/2022-06/EORI%20National%20implementation.pdf

Once all the mandatory information filled, you will be able te choose the chapter in the box “Chapter or
Activity”. Select “Import of cultural goods”.

Note: The chapter depends on the document you need to create/access. You can find below the
chapters with their corresponding documents:

Import of cultural goods {ICGL, ICGS, ICGD), Organic {COl), imported timber products
(FLEGT), Plants {access to CHED-PP, creation of PHYTO), Fishing (CATCH), Veterinary (access tc
CHED-A and CHED-P, creation of IMPORT), Feed and food of non-animal origin {(access to
CHED-D), Food {IMPORT), Other {harizontal roles such as “transparter” and “responsible for the
load” (to create CHED-A, CHED-P, CHED-D, CHED-PP)).

In the box “Section” and “Activity’, select “Holder of the goods”. In the box “Activity Address” select
the relevant address by clicking on the glebe button.

Chapter or activity

Chapter Import of cultural goods

s Activity detalls

Section Holder of the Goeds (HOLDER-OF-THE-GOODS) v | =
Activity Holder of the goods v | =
|dentifier
Valid From Activity details | | & | +02:00 CEST
Valid to & +02:00 CEST

i:

Publication date

Application date

- Activity Address

Address central street 1 o
L8 75004 Paris

“ Assigned responsible authorities

G, Search responsible authorities

Nama Arrdrass Rnila Cada

14



For the role of “Holder of the goods” you do not need to manually assign a respensible authority. The
system will automatically define the responsible authorities based on the geographical data {e.g. an
operator based in Brussels will be associated to the competent autherity for cultural goods in that area).

Important note regarding private individuals registering in the ICG

Once the role of “Holder of the goods” selected, a new box “Importer display of data” will appear. If
you are a business entity, or a professional operator it is very impertant to ensure “l want to
display my data in Search” is selected. This will allow to easily reuse the information of your
company in all your ICG documents. This will also ensure that your colleagues can find your
company in the system and request to be linked to it. If this option is not selected then the
company will have a single user and become practically not unusable for the full scope of the ICG
functionalities designed for companies.

If you are a private importer or individual and are in fact registering yourself and not a business
company, select the option “I do no not want to display my data in search {only for ICG)”. That will
ensure data protection of your persaonal data by not allowing them to be visible from the search
menu of operators nor inside 1CG documents by other users {except for your superior cultural good
Competent Authority).

o Operator Group @

Importer display of data

® | wantio dispiay my data in search _

| do nat want to display my data in search (only for ICG)

LT Rl P B LY HOLDER-OF-THE-GOODS

Identifier B il Remarks

Holder of the goods  Valid ol | Mo remarks

Once you have filled all the mandatory fields, click on the button “Create a new operator”.

< Create operator to request being attached to ngoustev R Creale a new operator

Operator Details Chapter or activity

Namea Test operator - Chaptar Import of cultural goods

Country EBFrance (FR)

15



A pop-up window will appear and you have the opticn to send more infermation (optional). Click on

“‘Send authorisation request’.

Confirm authonsation request for Test operator

Optionally, you can provide some additional useful information.

Message
5
Email 1]
Phone

Cancel Send authornisation reguest

Once your request is submitted, whether you requested to be linked to your existing company or whether
you created your company, you will receive the following message on the TRACES homepage:

Request authorisation

1
The roles you requested are being reviewed. You need to contact your responsible
authority or the administrator inside your organisation in order to be validated. You
will be notified by email as soon as they will be approved. Please note that TRACES
Helpdesk is not responsible for the validation of your request for access.

Please select the type of organisation you're requesting access for.

IMPORTANT: Do not request access from a new tab - this can result in duplicated access requests.

Operator “

Economic operators such as parficular businesses, sfores, non-profit oroanisations...

@ Need help to find out which kind of organisation you belong to?

You will be able to see the status of your role request at the bottom of the page.

16



User Roles status to display

Test validation requast

> Holider of the goods {MoLDER-GF - THE-50003 ,
Stat i
00100 Rome tatus o ﬂ1¢lLHtf
RNy (T Statuz of the reques
st AL aperator

You will have access to TNT once both status of your operator AND of your user request are valid.

2. Request a role as an operator “Exemption beneficiary”

The “Exemption beneficiaries” means the person or entity who is defined as trustworthy by its competent
authority and therefore benefits frem the exemption of abtaining an import licence or drawing up an
importer statement for each import of cultural goods {e.g. Museum, University, Institutes, ...). The
Exemption beneficiaries can:

= Register import statements for the import of cultural goods (ICGS)

= Submit applications for import licences for the import of cultural goeds {ICGL)

= Register General description when the imports happen under derogations for education, science or
research purpose or safekeeping procedure (ICGD)

= Only sees documents in which his/her company is mentioned.

To get the role of “Exemption beneficiary” in the system, select “Operator” on the screen below.

17



Request authonsation

A

You currently do not have any role allowing you to access the application.

Please select the type of organisation you're requesting access for

IMPORTANT: Do not request access from a new 1ab - this can resull in duplicaled access requesls

Organic Control Body

Control Bodies listed in Annax |l and Annex [V of Commission Ragulation (EC) No 1235

Authority

ent authorlty such Customs offices. Velennary autharifies
nitary authonties

central compeltent authorities

Appointed Veterinary Offices

Description

Other body

Other bodies such as translators, country administratars, customs systems (at national level)

@ Need help to find out which kind of organisation you beleng to?

The system will redirect you te a search page, which will enable you to search for your company.

Select the “Country” and type the name of the company in the box “Search”. The fields “Section” and

“Activity type” are optional but can help you to better filter the results (select “Exemption beneficiaries”).
Then click on “Search”.

¢ Select an EXIStlng Operator + Create a new operator ) Requiest authotisation
Country = | Spain (ES) v/@ -
Section Exemption beneficiaries (AUTHORISED-ENTITY) ~
Activity Type Exempbon beneficiaries -

Search  Insiiute

If your company already exists in the system: tick the small box on the right (you can select maore than
one company) and then click on the green button “‘Request authorisation”,

18



Select an existing operator

Really didn't find the operator you beiong

Country = Spain (ES) - @ - 07 In this ca=e only you might conssder
creating a new one using the button
above

Section Exemption beneficianes (AUTHORISED-ENTITY) -

Activity Type Exemption beneficianes v

Institute of ancien art 1447 Strest > Exemption beneficiaries (amsonrsen-entiiy) {2
08036 Barcelona

= Spain

A pop-up window will appear and you have the option to send more information (optional). Click on

“‘Send authorisation request’,

Confirm authorisation request for Anita France

Optionally, you can provide soma additional useful information

Maszage

Cancel Send authorisation request

You have now requested to be linked to your company.

if vour company does not exist in the system : you can create it by clicking on the green button “+ Create
a new operator’.

Note: In order to reduce the number of duplicates in TRACES NT, the option to create a new
operator is only available after you have searched for it.

19



< Select an existing operator =+ Greate a newop

Really didn't
187

Section Exemption beneficianes (AUTHORISED-ENTITY

Activity Type Exemption beneficianes

Search University

Matme Address Activities | |

& No matching results.

Type the requested information in the box “Operator details”,

I Note: The mandatory fields are marked with the red star (*}

<€ Create operator to request being attached to nfeonine £ Create a new operator

Operator Details Chapter or activity

Chapter No section chapler

Reglon  Paris 72-75 | lle-de-France re-1nf
Metropaiitan France

City I 75004 Paris

Ext

central strast 1

I Note: You may add multiple addresses by clicking on the green button “+ Add address” :

20



Addresses

& i
Region  Sadne-et-Loire Fr-71/ Bourgogne-Franche-
Comié | FrR-6FC| / Metropolitan France
City 4 71150 Paris-I'Hopital v

Address Rue Test 1

Coordinates W "

Region Cher|Fr-18|/ Centre-Loire Valley |FR-cvL |/
Metropoiitan France
City ( 18320 Marseilles-lés-Aubigny v

Address | Rue Test 2|

Coordinates o f -

You can set the main address by clicking on the star on the top right cerner of the address.

Once all the mandatory information filled, you will be able to choose the chapter in the box “Chapter or
Activity”. Select “Import of cultural goods”,

Note: The chapter depends an the document you need te create/access. You can find below the
chapters with their correspending documents:

Import of cultural goods {ICGL, ICGS, ICGD), Organic (COl}, imported timber products
(FLEGT), Plants {access to CHED-PP, creation of PHYTO), Fishing (CATCH), Veterinary (access tc
CHED-A and CHED-P, creation of IMPORT), Feed and food of non-animal origin {(access to
CHED-D), Food {IMPORT), Other {harizontal roles such as “transpaorter” and “responsible for the
load” (to create CHED-A, CHED-P, CHED-D, CHED-PP)).

In the box “Section” and “Activity”, select “Exemption beneficiary’. In the box “Activity Address”
select the relevant address by clicking on the globe button.

21



Chapter or activity

Chapter Import of cultural goods

o Activity details

Section Exemption beneficiaries (AUTHORISED-ENTITY) w | E
Achivity Exemptlion beneficiaries w | x
|dentifier
Valid From fi +02:00 CEST
Valid to i +02:00 CEST
Fublication date 2 ]
Application date i

s Activity Address

Address  central street 1 m.
L1 75004 Paris

“w Assigned responsible authorities

C} Search responsible authorities

Name Address Role Code

For the role of “Exemption beneficiary” you must manually assign a competent authority. This is the
authority which will validate your registration as “Exemption beneficiary” in the system because they
consider your entity as trustworthy. According to the regulation, it is the competent autherity where the
perspective exemption beneficiary is established which should validate the request. We therefore advise
you to assign the competent authoerity with which you work the most for your import of cultural goods as
they know you.

Assign a Responsible Authority to your cperator by clicking on “Search responsible authorities”.

Search for the competent authority you wish to assign to your operator by typing its name. You can also
use the “Advanced search”. Make sure to select an authority with Competence “Import of cultural
goods”.

Click on “Select” to assign the authority.

22



Search and assign responsible authorities

Search: | Test CCA Advanced search &

Country -— Spain (ES) v @ Role CCA - Central Competent / v
Name Country Address Role Code Competence
Test CCA ICG = Street 1 Central Competent 2ollelelith| N import of cultural goods | IS
Spain Spain 28012 Authority
Madrid

Note: The authority that you assigned to your operator will be the one in charge of the
validation of your operator only {required to access the system). You will still be able to work
with all the other authorities for your imports of cultural goods,

Once you have filled all the mandatory fields and assigned the authority, click on the button “Create a
new operator’,

Create operator to request being attached to ngoustev 8 Create 2 new operator

Operator Details Chapter or activity

Mame Test operator % Chapter Import of cuttural goods o

Canntre T8 Franea (FRY =

A pop-up window will appear and you have the option to send more information (optional). Click on

“Send authorisation request’.

Confirm authorisation request for Anita France

Optionally, you can provide some additional useful information

Massage

Cancel Send authorisation request

23



Once your request is submitted, whether you requested to be linked to your existing company or whether
you created your company, you will receive the following message on the TRACES homepage:

Request authorisation

1
The roles you requested are being reviewed. You need to contact your responsible
authority or the administrator inside your organisation in order to be validated. You
will be notified by email as soon as they will be approved. Please note that TRACES
Helpdesk is not responsible for the validation of your request for access.

Please select the type of organisation you're requesting access for.

IMPORTANT: Do not request access from a new tab - this can result in duplicated access requests.

Operator \

Econemic operators such as parficular businesses, siores, non-profit organisations...

@ Need help to find out which kind of organisation you belong to?

You will be able to see the status of your role request at the bottom of the page.

Filter status  « | 2 Reqiies

Operator Institute of ancien art =
» Exemption beneficiaries (AUTHORISED-ENTITY
08036 Barcelona Status of the Status of the user
= Spain (ES) operator request

You will have access to TNT once both status of your operator AND of your user request are valid.

24



3. Request a role as a competent authority

If you are a competent authority user, click on “Authority”.

Request authonsation

A

You currently do not have any role allowing you o access the application

Please select the

IMPORTANT: Do not request acc

e of organisation you're requeshing access for

: from & new tab - this can resull in duplicated access requesis

Operator

Economic operators such as perticular busingsess. sfores. non-profit arpanisations

Organic Control Body

Control Bodies fisted kn Annex Il and Annex IV of Commission Reg | No 1235

Authority

Appointed Veterinary Offices

Other body

Other bodies such as translators. country administrators. customs systems [at national level

@ Need to find out which kind of organisation you belong to?

The system will redirect you to a page, which will enable you to search for the authority entity for which
you work, Choose the country in the drop-down menu and type the authority name. The box “Role” and
“Competence” are aptional but can help you te better filter the results (select “Import of cultural goods™).
Then click on “Search’,

< Select an authority 2 Request suthorsation
Country BB France (FR) v @
Role v
Competence mport of cultural goods v

Authority Name ulture -I

Select one or more autherities by ticking the small box on the right hand side,

Note: A competent authority can have many competencies. If you select the line with the wrong
competence, you will not be able to access the documents relevant to you. It is therefore very
important to select the line{s) with the competence corresponding to the field in which you work.

25



Roissy Charles-De-Gaulle FRCDG4 Zone de fret 1 - Rue du pélican scr | D CEEEEED FRCDG4 Select
BP 10111
95701 Roissy Ch De Gaulle Cegex
L1 France

Roissy Charles-De-Gaulle FRCDG4 Zone de fret 1 - Rue du pélican BcR FRCDG4 Select
BP 10111
95701 Roissy Ch De Gaulle Cedex
L1 France

Rolssy Charles-De-Gaulle FRCDG4 Zone de fret 1 - Rue du pélican BCP FRCDG4 Select
BP 10111
95701 Roissy Ch De Gaulle Cedex
L § France

Roissy Charles-De-Gaulle FRCDG4 Zone de fret 1 - Rue du pélican scP | =0 FRCDG4 Select
BP 10111
95701 Roissy Ch De Gaulle Cedex

Please note that you can select as many competences as you need. Once you have selected the authority,
click on the green button “‘Request authorisation”.

< Select an authority

Country i1 France (FR)
Role CCA - Gentral Competent Authodity
Competence Iimport of cultural goods

Authority Name

MNamedg Full Address

Ministére de la culture Avenue des Champs-Elysées 18 cCcAa ||:G ™ FRICGOO1
75000 Parls
[ I France

A pop-up window will appear and you have the optien to send more infermation (optional). Click on

“Send authorisation request’.

Confirm authorisation reg t for FRGUY4

Optionally, you can provide some additional useful information

Message
Email =
Phane =
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Once your request is sent, you will receive the following message on the TRACES homepage:

Reques! authorisation

1
The roles you requested are being reviewed. You need to contact your responsible
authority or the administrator inside your organisation in order to be validated. You
will be notified by emalil as soon as they wiil be approved. Please note that TRACES
Helpdesk is not responsible for the validation of your request for access.

Fiease select the type of crganisation you're requesting access for

IMPORTANT: Do nol request access from a new tab - this can result in duplicaled access requests

Organic Control Body \

Control Bodies Ested in Annex Il and Annex IV of Commission Regufation (EC) No 1235

Authority 5
>
Competent EI'JMD.'I?,' such Customs offices. '.-'E:‘l.'-."-."-ﬂ.’_.' authcrmiies, central compelent authomies, ‘ﬁ
phytosardary auihonties,
Other body S
¥

Other bodies such as translators, country administrators, customs systems {at national level]

@ Need help to find out which kind of organisation you belong to?

You will be able to see the status ‘requested’ of your role at the bottom of the page.

Your Roles

Fiiter status  +~ M sl 0 Suspendec

| Authority | Ministére de la culture
CCA FRICG@21
mipart of cultural goods
75000 Paris
L1 France (FR)

You will have access to TRACES NT once your user request is validated.
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V. Validation workflow

= As 3 competent authority, you are responsible for the validation of
o Operators {(Holder of the goods / Exemption beneficiaries) that are under your authority
o Requests of users who wish te be linked to operatars under your authority

= As user of a superior authority (such as CCA or RCA), you are in charge of the validation of users
from subordinate authorities:
o Central competent authority users (CCA) can validate users from regional competent
authorities (RCA) and local authority units (LAU)} that are under their responsibility.
o Regional competent authorities users (RCA) can validate users from local authority units
{LAU) and border control post (BCP) that are under their responsibility.

= As administrator user {authority / operator), you have the administrator rights for your entity, and

you are therefore responsible for the validation of your colleague(s) requesting a role within your
authority or operator.

1. As authority - | want to validate an operator (entity)

Important: After validating the operator, authorities should alse validate the link between the user

and the operator so that they may have access te documents and operator information (see lll, 2.
As authority or administrator user - | want to validate the role of o user).

As an authority user, you have the responsibility to validate the operators and user accounts that are
under yeour authority, To validate an operator, click an the menu “Actors” and then click on “Operators™,

IMSOC > index

<
(o

B « |2 Analytics « @ Publications » @ Help «

Welcome Evangelig

Pending certificates of other users
Last login: 25

© Search for a user having authority, operator or organic control body

Latest News valid roles and see a summary showing their most urgent pending

certificates
12021
starting at 20.00.

ipment license for DG

You have a few options to find the operators that are waiting for validation:

= By clicking in “Operators to validate™ all the operators that are waiting for your validation will
appear in the list below.
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Search Operator Q Operators: To Validaks [

Q Search Advanced search »

Operatar Fllter Operatar Activity Fllter

Country: N country selecton -

@

Chaptes: v

Section, -

Activity type

I Ritaly EORI | import of cuttura HOLDER-0F - THE-G000S Holder of EORI15565 1 street 7
IT12345%789812345 m the goods 00100
Rome

Lazio

= By using the search bar. you can type the name of the aperator you are locking for in the search
field and then click in “Search”. The result of your search will appear below.
»
Search Operator Q Operaiors To Vaidate |

Q, Search Advanced search »

Country Mo couniry selectior - @ Chapler v

Section ~

Activity type:

1 streat
00100
Rome

L Hialy EORI HOLDER-0F - THE-GooDS Holder of EORI15565

IT12345X785012345 m the goods

Lazio
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=% By using the Advanced Search options: you can fill the relevant fields to find the operator.

Search Operator Operators To Validale

Search: Q Search E cad 58 ults
arat ator Act
Couniry Mo country salection v @ Chapter -
Realan - Section v
Activity type -
fl'_\'
Activity Status Select Activity status -
Paostal Code
3 |dentifier Exact matel
Identifier ~ Exact match

Include eperators without activithes

Once you find the operator you are looking for, click on its name or on the small pen icon to open its
details.

Identifiers

I L Italy ECRI HOLDER-OF-THE-GooDs Holder of EORI15565 3 1 street

1T12345X789012345 "REERY the goods 00100
Rome
Lazio

IT-62

Once you opened the operatar, click on the check button {v) to validate the operator's activity.

[ import of cultural goods | [ R AINEETY Holder of the Goods

identifier = EORI15565 - activy Remarks

>Holder of the goods J=M | o No remarks

Do not forget to click on the “Save” button to save the changes. Once you saved the changes, a
confirmaticn message will pep up.

< Test validation request

Last modified by: Steve GOUTHIERE (TNT GUI)

Operator Details

MName Test validabon request

Country £ Nltaly (IT)

. s?

Region Lazio 17-6:

City 00100 Roma v

The activity that you have validated now has the status Valid.
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Full Address

Test validation : 11 1aly EORI HOLDER-OF -THE-6000S Halder of  EORI15565 1 street P
IT12345K789012345 TTRweg the goods 00100 Rome
Lazio r7-s2

2. As authority or administrator - | want to validate the role of a user

An administrator is responsible for the validation of the colleague{s) requesting a role within his operator
or authaority.

This is enabled by activating the “Administrator” button on the user profile. By default, the fist user of an
entity will have the Administrator rights enabled. It can be disabled if needed. It is possible to have as
many administrators as desired for an entity.

¢ Edit User Steve GOUTHIERE 8 Save changes

User details

Username  ngoustev Email

Domain [+ External Phone .
Full name  Steve GOUTHIERE Fax o
Digital signature  Not authorized Application access + Has access.
authorized SEAL
requester ID

User Roles stetus fodspey (D~ I -~ (OEEE - KR
Test validation request m & n

2 Holder of the goods (noLoer-oF-THE-co00s) (X))

00100 Rome

0 italy (IT) Administrator

Users administratons
are able o validate
other users and roles

Electronic seal manager within an
oiganisation

Use of organis4
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In order to validate the request of a user, click en “Actors” in the menu and then click on “Users”™

Welcome to TRACES N .O;.\e-.';a.lors My pendind

Last login: 24/03/2021 16:58:48 +0 )
= Authorities
¥ Reference nur

Latest News

Controlled locations
D 24/03/2021
rersion 5.7.0 of
, Strating at

Users
ariicle

Means Uf.Tra.nspuri . 12021 — Link to

ound 18h00

You have a few options to find users that are waiting for the validation of their role;

= By clicking in “Search pending request”: all the users that are waiting for your validation

will appear in the list below.
= By using the search bar: type the name/email address of the user you are locking for in the
search field and then click in “Search”. The result of your search will appear below.

= By using the Advanced Search option

Search Users W Search pending requests

Full name {§ Account name Bodies Last Login

Use the Search button to find Users

Once you find the user you are looking for, click on the user's name to open the details.

August 4, 2023

| B Requesied |
) L 13:48:42 +02:00
X No access. Test validation request CEST

a minute ago

Click on the check butten {+/) to validate the relevant role request then click on “Save changes”.
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Edit User Steve GOUTHIERE

User details

Usemame Email

ngoustev

Domain  [# External Phone
Full name  Steve GOUTHIERE Fax
Digital signature  Not authorized Application access

authorized SEAL
requester |D

User Roles status to display

Test validation request

2 Holder of the goods (MLDEK-GF-THE-GOQDS

00100 Rome
B0 taly (IT)

Status of the
operator

B2l 1 Roquesta JEQN 0 Suspended JEZ

* No access.

s
Administrator n

Use of organisation e-seal

Status of the user
request

Note: The operator (entity) must be in status valid to allow users to be linked to it. If it's not the
case, you will need first to validate the cperator, then the user request.

If you want a user to be “administrator” and enable him to validate his/her colleagues within his
authority/operater, activate the blue icoen “Administrater” an the right, then click on “Save”.

¢ Edit User Steve GOUTHIERE

User details

Username  ngoustev Email
Domain [+ External Phone
Fullname Steve GOUTHIERE Fax

Application access

Digital signature Not authorized

authorized SEAL
requester 1D

User Roles status 1o display

Test validation request
2 Holder of the goods (noLoer-oF-THE-6000s) [[XT)
00100 Rome
I Nitaly (IT)
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0 Deteted JEQH 0 Requesiad JEZN 0 Suspenced JEQY 1 vaiid |

Administrator

Users administrators
ane abie 1o validate
other users and roles
within an
organisation

Use of organis4

Electronic seal manager



V.  Operator management
1. How to add an activity to an operator?

The possible activities for an ICG operater are “Holder of the goods” and “Exemption Beneficiary”.

= As 3 user linked to an operator, you can add a new activity to your aperator. Click on your email
address at the top right corner of the screen, then click on “Edit your profile”.

A Notifications [fl} €] operator ICG01@ec-traces eu

Operator ICG ONE £ Lo Sl
operator ICGO1@Dec-traces.el
English (English) bt
[# Edit your profile
B Sa Last login: 03/08/2023 13:56:27 +0200 CEST.

Available roles:

[} Les Beaux Arts

cnnal infarmafinn =]

At the bottom of the page, click on your operator to open it.

Filter status |~ v BE aed EAN 1 vaiid |
—
Hoider of the goods (HowoeR-oF-THE-6oons) [ETR £ -

91744 Paris
L B France (FR)

Note: only the users that have the administrator rights can manage their aperater {add an
activity, modify the address, add a contact detail).

Then click on “+ Add Activity Section”. A new board {in red in the image} will open at the bottom of the
page, to fill the new activity details:

< Les Beaux Arts
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| import of cultural goods | ([T (LR Holder of the Goods

|dentifier Remarks

?Holder of the goods [T i No remarks

Select Section

No operator activities Remarks

Click on the button “Save” on the top right of the screen to submit your application. The activity has the
status “New”,

= As g user linked to an authority, you can add an activity to an operator. Search for the operator
through the menu "Actors” and then “operator”. Once you find it, click on it to open it. Then follow
the procedure described above.

IMSOC > User Profile > Edil Your

B Documents » @ Dashboard » IEArinr: - | Publications ~ @ Help =

niities

Operators

Authorities
Controlled locations

irop

If the activity you just added is under your responsibility, the status of this activity will
automatically have the status “Valid”.

2. How to request an additional role?

Click on your email address in the top right cormer and then on “Edit your profile”,

A Nofificafions n Q,I-'-r-é:':'-.l-'-' ICGO1(@ec-traces é.ll

==

=+ Log Out
Operator ICG ONE ShiogOs
operafor ICGO1 @ec-fraces eu

English (English) v

[# Edn your profiie

Last login: 00872023 135627 +020
Available roles

L1 Les Beaux Arts
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Click on the green button ‘Request new role”.

Edit Your Profile R | = swve Proforances

General preferences Personal Information

Europe/Luxembourg - Central European Time (+01:00 EU Login 1s the place whare your personal information ara
stored. If any of the information displayed hane is wrong, you
can update it there: Your information will be refreshed
automatically in TRACES the next time you log n.

me: March b, 2020 13:45:53 +{1:00 CET

Select the role you wish te add and follow one of the procedures described in 1.1 (operator) or 1.2
{authority).

Note: The roles of operator and authority are incompatible. If you already have a role as an
operator, you will only have the option to request a new role as an operator. If you already have a
role as an authority, you will only have the option to request a new role as an authority.

3. How to delete an operator?

Only competent autherities are able to delete operators. When an operator has several activities, the
competent autherity can only delete the activity that is under their responsibility and not the complete
operater, Please follow the procedure described in IV.4 for the details.

Search for the operator through the menu “Actors” then “Operators”.

IMSOC » User Profile » Edi

B Documents » @ Dashboard - |EP\-:[-:|I5 - | B Publications = @ Help -

Operators

Authorities

Controlled locations

Once you find it, click on its name to open the details.

Search Operator

Search testvalidation Advanced search »

i Mames Country Identifiars Fctivities

0Hitaly EORI tmoet ol cuthural MOLDER -0 - THE G000 Holder of EORI15565 2D} 1 street
IT1346X780012345 R the goods 00100
Rome

Lazio




Click on the “Delete” button:

< Test validation request Boeiete | +Addachvisscion  WSave

Laslr C C EN (TNT GUI)

Operator Details Addresses

Mame Testvalidation request

Country  EHhaly (IT)

Region Lazio 7=

City 00100 Rome v

A pop-up window will appear: select one of the reascns for deleting an aperator and click on “Proceed”
to save the change.

Please confirm you want to delete operator Test validation request. Attached users will
be impacted as well.

Select your reason for deleting:

Blacklisted Duplicated LWMS delisted Mot approved
Other reason Unknown
operator
* Return

4. How to delete the activity of an operator?

Only competent autherities are able to delete the activity of an operator. They can only delete an activity
that is under their responsibility. In order to do so, search for the operator through the menu “Actors”.

IMSOC > User Profile > Edit Your Profile

B Documents = @ Dashboard « | B8 Actors = | E Publications = @ Help =

Entities

Operators

Authorities
Controlied locations

rop

Once you find it, click on it to open the details.
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0, Operators To Valldate

Search Operator

Advanced search »

Search: test validation

Impan of cultural gooads

Chapter

Section

Acthity typa

1= Name Country |dentifiers Actwities
0 kaly EORI [ imnport of cuttural HoLBER-0F - THE-so00s Holder of EORI15565 3 1 street .
IT12345%789012345 oy the goods 00100
Rome
Lazio

Click on the little bin icon next te the activity yvou wish te delete and click on the “Save” butten,

Import of cultural goods Holder of the Goods

Identifier EORI15565

>Holder of the goods [{ZE

Note: when an operator has only one activity, you can only delete the complete operator and not

the activity.

5. How to delete my role?

Click on your email address at the top right corner of the screen and then on “Edit your profile”.

& Natifications [El) Q,Il perator ICGO1 @ec-traces eu I
A

Operator ICG ONE ks%-Log Gt
operator ICGO1ec-trac

English (English)

= # Edit your profile
EL U
5 TR+ B G

Last login: 03/08/2023 1356

Available roles

EH Les Beaux Arts

At the bottom of the page click on the little bin icon on the right of the role you want to remove.
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Your Roles

Filter status - ‘- E I " li i n o m

Les Baaux Aris

> Holder of the goods (HoLOER-0F - ThE-Gooos) [[ETER

91744 Paris
L8 France (FR)

Note: When you only have one role and you delete it, you will automatically lose all access rights
to TRACES NT. In order to re-gain access, you need to request a new role, which will need to be
validated by the authorised users.
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